6/3/2020

NOKIA Bell Labs :))
ciNncs

loT Network Control
and Management

LINCS seminar

* Ludovic Noirie with many colleagues from Nokia Bell Labs (loT-Control department),
Nesrine Ammar (ex-PhD student) and Sébastien Tixeuil (Sorbonne Université)

+ 03/06/2020

1 © 2019 Nokia

Outline

. Context of loT private Network

. SDN/cloud-based platform for loT private networks: Future Spaces
. loT service recommendation

. loT-device-type identification

. Need for loT network monitoring

. Conclusion

2 ©2019 Nokia ublic NOKIA Bell Labs




6/3/2020

Outline

1. Context of loT private Network
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Context of loT private Network
What is the Internet of Things (IoT)?
In red: what we consider in this presentation

loT = Internet of Things
» “Things” = anything = any connected end-device in the network

— Things = devices interacting with the environment and/or humans, usually with limited capacities...

— But “before-loT-era” machines (such as PCs, laptops, smartphones...) are also part of the loT!

— Network Elements (NEs, such as Ethernet switches, routers, access points, ...) may not be considered as “things” as

they are not “end-devices”
User’s access to NEs is mainly/only for their configuration

* “Internet” = interconnection of networks (loT: with their devices!)

— Many communication/network technologies for loT: IP/Eth/Wi-Fi, Bluetooth, ZigBee, Z-Wave, LoRA, NB-IoT, ...

— IP(v4 & v6) is the network protocol for the Internet, SDN/NFV may be used for network control and management...
* L1to L7 layers are concerned by loT

— (Multi-)Point-to-(Multi-)Point communication protocols between devices (L1-L2)

— Network protocol (L3, mainly IP) with network control (e.g., SDN) and network management (e.g., NFV)

— loT Services/Applications (L7+): Apps on devices, on smartphones connected to loT devices, in the Cloud...
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Context of loT private Network
Relevant (layers 1-2) network technologies for loT

Source: https://en.wikipedia.org/wiki/Internet_of things#Enabling technologies for loT

* Wired: Ethernet, PLC (Power Line Communication)
: Wi-Fi, Bluetooth, RFID, NFC, Li-Fi, Z-Wave, Zigbee

° Medium-range wireless: 5G, LTE Relative number of Google search results for loT technologies
100%

* Long-range wireless: NB |oT, LoRa, Sigfox, e0% o Wir:Iess iodlans
i 80% Wired Medium
Weightless, RPMA (Ingenu) oo ge l e Long Range

60%
50% Date of search 2020/03/17
(]

40%

Popularity of each network technology

» Google search with loT + <techno> ig‘z
— Relatively to loT alone 10% | - .
. N o
* Top 5(>10% vs. loT alone): o e B
& & Y &8 ((\ & << /bie, A C \‘,\‘(’ \6\ Sz:b. o+ &z,;; @v
, 5G, , Ethernet, LTE :@‘O\OQ\O“;& \0« \0“*\0« o voq SEe \éw\é("\ieé\\\a\@
° & & &
Private networks = Focus on Eth & Wi-Fi
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Context of loT private Network
Towards interconnection of smart environments?
Smart environments o { .
e
* Smart Home - .. o | -
+ Smart Building = © D E ] a
+ Smart Office - .' it > :
+ Smart City gi‘ . m @
. Etc f > f
Interconnection of home/enterprise networks? @ ° -k IﬂA' o M
+ Bring Your Own Device . ":4_ ______ ; . ﬁ
+ Telecommuting 9 mi a@
= How to isolate devices (security/privacy)? a E

= How to easily control and manage them?
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Context of loT private Network
Control and management of loT networks and their devices

Network
+ Flexible/programmable control
+ Autonomous management

+ Taking into account the devices: fine grain control & management

Devices
+ Management of the devices in the network
* Privacy / security aspects

* Monitoring
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2. SDN/cloud-based platform for loT private networks: Future Spaces
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SDN/cloud-based platform for loT private networks: Future Spaces
Softwarization / Programmability of Networks and Everything

Virtualization

* SDN definition: abstraction of hardware resources / network
elements (for HW control by SW = programmable networks).

» Computing/NFV definition: separation of functionality from
infrastructure (function implementation in commodity HW).

— Note: these virtualized functions are naturally abstracted and
controllable in a SDN way... But the reverse may not be true, e.g., optical
elements, HW routers (SW routers can be virtualized in a NFV way)...

Programmability
» Make some elements/functions SW-controllable by the “user”

— According to the context, “user” = infrastructure operator, network
operator, potentially end-users in some context...

Softwarization

+ Software-based control and management of elements/functions
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SDN: Software-Defined Network(ing)
NFV: Network Function Virtualization

Softwarization
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[CNSM2014, ICT2015]

SDN/cloud-based platform for loT private networks: Future Spaces
Majord’Home
. ;Z:r;:iﬁttleigcbégﬁt (co: Physical realm mmmss) Abstracted view

generate, receive and/or  Internet =§> ,

impact data flows that are

carried through the ""“

network of a smart

environment. /

Cc ted

« Community of Connected ) gl?:gt:

Objects (CoCO): a group (COs)

of connected objects | | [i*+ .

(COs) which have o

something in common, o] Chains of Virtual

with something being i e Objects (CoVOs)

o ey ™~ _ Viualzed pome vew._
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[CNSM2014,1CT2015]
SDN/cloud-based platform for loT private networks: Future Spaces
Majord’Home
. “0SS” Smart environment majordomo
SDN-like approach (belonging to the operator) geplicaiion
+ Compatible with SDN - App. #1 App. #N b
architecture L~
APP atlo anage A_CPI
o anaae | Controller|
NFV-like approach | | CoVO Controller (only one) | Iegl;;;
CoVO Manager
 Softwarization: some I-CPI
functions can be Sl
implemented in the - . etwo plane|
cloud... loveitt
D-CPI
e —
Smart Environment | co# | |CO #Ml | NE #1 | | NE #Kl plane
Smart Environment
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[Soft2016]
SDN/cloud-based platform for loT private networks: Future Spaces

Software-Defined LANs (SD-LANS)

Sharing of devices between
different smart spaces

« Home / Office

e Multi-Home

SD-LAN
 |solation of devices in SD-LAN

* Implementation: SDN micro-
slices, implemented in Open
vSwitch routing tables (rules)

My home automation space (SD-LAN#1)
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[Soft2016]
SDN/cloud-based platform for loT private networks: Future Spaces
Software-Defined LANs (SD-LANS)
App.

........... o T OO B Bob’s SEC Alice’s SEC
—— HrTP REST @—]< _______ {.—J
Controller Mgt - - - -

CHOMES — ssssossssussswsssasegWN o e
Yhject-spe Plane

Home Automation AT P?;;Z Multi-location
SD-LAN SD-LAN multimedia SD-LAN
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SDN/cloud-based platform for loT private networks: Future Spaces
From SD-LAN to Future Spaces (Future-X Networks)
|
.i.i Visit'ors .
R,ss,m 1 Visitor ?
: Space Co-w=orkers
: I
O 2
Family : < Wwork Virtualized SDN Majord
Space Space Functions Controller Home
e T S oo
virtual Place ‘Alice’
[ Device ] =)
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[Sens2018]
SDN/cloud-based platform for loT private networks: Future Spaces

Majord’Home to set-up SD-LANSs in Future Spaces

{0

MajordHome

REST API + Notifications

Manager

Manager

Event Bus

Virtualized SDN
Functions Controller Network Interface

SD-LAN connectivity with isolation

virtual Place

N )
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SDN/cloud-based platform for loT private networks: Future Spaces

Future Spaces: distributed system (cloud + gateways)
e O o

- o - -
Intents
Meeting organizer Health coach

@
@

FSGW Local mgmt services @ o 2l I MajordHome
1

P control Secure tunnel to

i vPlace control plane i

Local probes m “ Internet instructions

vObjects behaviors rules

i Network Controller Control layer
data é‘m Secure tunnel to
vPlace dataplane i = < y
" — 4 F 4 Network + T (IRl Physicallayer
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3. 10T service recommendation
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SDN/cloud-based platform for loT private networks: Future Spaces
SD-LAN for a specific “loT service”

loT service = on demand SD-LAN for a specific usage

» Example of °
videoconference Alice '

l, - ~a 3
I 7 PC with screen '\ i
: +Webcam H

]
i :
I i
: 1
i i
: i
v i

1
H Video-Conference CoVO '
1 [
e e e e e e e I
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SDN/cloud-based platform for loT private networks: Future Spaces [ICIN2017]
Universal characterization of loT services & automated recommendation
Algorithm for loT service characterization r?\i?ipe::‘r’lz Alice

» Focus on the physical interfaces of the
connected objects and their location in

e | i i[ Physical

0 e
| nterfaces | i
Identify the profile of each space

Profile = set of the physical interface types Universal
that are in the given space. characterization
 For each profile, count how many spaces Systematic :

have the same profile signature = n x
= “Signature” of the service

Use for loT service recommendation
 Service catalog with classes
« Signature matching of user’s request

19 ©2019 Nokia Public NOKIA Bell Labs
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[ICIN2018]

SDN/cloud-based platform for loT private networks: Future Spaces
loT service recommendation assistant
Implementation Global Management [ 1 loT Service | Client
* Use of the Future Space (Graphical User Interface) A i<t t Recommendation

platform Client | IE ssistant; Assistant Server
* |oT service recommendation HTTP/REST, WebSocket== i7p

implemented as an Maiord’H

assistant on top loT Network ajoraHome

Control vPlace User Device vSpace

Demo d Manager Manager Manager Manager
* The user select an loT M & t

service anagemen Network Controller
* The assistant propose OpenFlow { _OpenFlow

devices in rooms Network Element ovs Network Element ovs
. 'ggef::‘iitatnt estiEIisQ an T P over Eth/WiFi |

- etween the device Device Device

o Al between the device “Device | Device | Device i Device | Device | Device
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SDN/cloud-based platform for loT private networks: Future Spaces
Demo @ ICIN 2017 (emulation on PC): loT service recommendation

\I

@ o
[
?Speukar

@ Camera
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[ICIN2017]

(algo)
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SDN/cloud-based platform for loT private networks: Future Spaces
Demo @ ICIN 2018 (and Nokia Paris Saclay “Open Days”) using real

[ICIN2017]

devices

Bell Labs
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[ICIN2017]
SDN/cloud-based platform for loT private networks: Future Spaces
Demo @ ICIN 2018 using real devices 1/3

NOKIA Intuitive deployment of loT services Bell Labs
)

oy
=P

P el

Dad's appartment Alice's home
2
— lo
7~ o{ == T
8 O I -

P el e
- « -
Alice's vacation home Doctor's office
Set-up dedi network: [ Remote blood pressure monitoring B
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[ICIN2017]
SDN/cloud-based platform for loT private networks: Future Spaces
Demo @ ICIN 2018 using real devices 2/3

ice!
Welcome Alice! Service Recommendation Service Management User Guide

S R LEL] Inagem
SIvEn Secommenceon Aaiuicaiis i UsSEGIS Service class: Remote blood pressure monitoring
List of available service classes: Already selected devices:
Light control e Doctor's PC @ Doctor's office @ Doctor's office
@ Remote blood pressure monitoring Choose a person to remotely monitor her’his blood pressure
@ Remote heart pulse monitoring (1) Choose .an Dad @ Dad's appartment b (3) Select the devices
m Videoconference with server and local control loT service Selectable devices: among pre-selected
@ [ Blood Pressure Monitor ones
Videoconference with server and remote control
@ . Validate and choose next space profile
Videosurveillance
- Cancel this recommendation!
\ J
Service Recommendation Service Management User Guide
Service class: Remote blood pressure monitoring Service Racommendation ice Management User Guide
Choose where to display the remote monitoring = —
‘Alice ® Alice’s home Service class: Remote blood pressure monitoring
Already selected devices: i
Alice @ Alice's home (2) Select the rooms 3 (4) Establish the
Living @ Alice's home (“spaces”) among e Doctor's PC @ Doctor's office @ Dostor's office SD-LAN for the
Doctor's office @ Doctor's office @ Blood Pressure Monitor @ Dad @ Dad's appartment loT .
pre-selected ones ol service
Validate and choose next space profile [ EE RGBS Remote blood pressure monitoring by Alice
Cancel this recommendation!
J
\ J
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[ICIN2017]

SDN/cloud-based platform for loT private networks: Future Spaces
Demo @ ICIN 2018 using real devices 3/3

The loT service is enabled: the devices can
communicate through the SD-LAN

NOKIA Blood Pressure Monitoring  Bell Labs
\ | Last measure:

~
= Date:
Wed Oct 11 2017 21:52:45 GMT+0200
/7

Heart Pulse:
74 BPM

Doctor's office

25 © 2019 Nokia
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Systolic Blood Pressure:
105 mmHg

Diastolic Blood Pressure:
76 mmHg

Public NOKIA Bell Labs
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4. loT-device-type identification
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Use-case: loT-device-type identification
Context

loT complexity for end-users
* Many devices / Heterogeneity
+ Many applications / Silos

* Lack of know-how

 Lack of knowledge

= Need for digital assistance
= Need to know the capabilities of the connected devices
= Need to identify the nature of the connected devices

27 ©2019 Nokia Public NOKIA Bell Labs
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. . o re . [ICC2020]
loT device type identification methodology

Methodology using supervised Machine Learning techniques

\»’g&@:@: Models C1...Cn
e &= training classifiers

loT devices Features IEGE
capture c - Traffic features: packets length, inter-
extraction arrival time, port number, protocols...

* Textual features: extracted from
packet payload when available

% s ore c Device type
Unknown CIaSS|f|cat|on identification

device
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loT device type identification methodology
Machine Learning techniques used

We tested the following ML techniques:

* Random Forest

* Decision Tree

* K-nearest Neighbors

» Support Vector Machine
* Naive Bayes

Best = Decision Tree

* Best on Precision and Accuracy

[1CC2020]
Algorithm Accuracy | Recall | Precision
Random Forest 0.95 0.96 0.96
Decision Tree 0.98 0.97 0.97
K-nearest Neighbors 0.97 0.97 0.95
Support Vector Machine 0.89 0.92 0.94
Naive Bayes 0.96 0.99 0.95

» Possibility to “understand” what Decision Tree is doing by inspection (interpretability)

Notes:

«  We did not test Artificial Neural Network (no need...)

29 ©2019 Nokia Public
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loT device type identification performance evaluation

Dataset with 28 devices

Dataset

e 22 Wi-Fi/Eth devices from Miettinen et al. 2017

» 6 additional devices from our lab

Good diversity

« Cameras: D-Link (5020L, 930L, 935L), Panasonic, Edimax
* Plugs: Edimax (1101W, 2101W), TP-Link (HS100, HS110)

» Switches: D-Link, Wemo
* Smartphones: Nokia, iPhone
* Scales: Aria, Withings

30 ©2019 Nokia Public

[ICC2020]

NOKIA Bell Labs
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loT device type identification performance evaluation

Evaluation on 28 devices using Decision Tree, statistical traffic feature only

Accuracy of the device type detection

T e e T ————
80%
60%
40%
20%
0
O s e P ES s E B2 RS
foos2oedeud 2820282250235 8
a EEE g w=E5 E Eaeatc2cBauc ED =5 = 0
gmm & fx i JoTET o0 o B+~ om0 9On @
o © L e © S = <
f£O0CuUE fx,. VU083 0B © " o o
TSt dd OSSO0+ 2 A S s o 5= 2% =
ComnLE TS &8s - U+ @ = = == w v Bz =
Eldmme-JdAaT B S eT g aX oSk T.g T £
= £ c = 0 =
ﬂigmng 0 2E x x 05 v o 5 wEEXE =z
= v o 3 >~ 0 @ @ w = ] s £ £
% EE A c £ £ bl € qu_ig
=55 o S Y T
= =l el 1 T T >4 H o ooy
T oo a Wwow o e
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Poor accuracy using only
statistical characteristics of
the traffic emitted by the
devices when they connect
to the network

Note: Only 94% using only

[ICC2020]

textual information of the
traffic emitted by the
devices when they connect
to the network

NOKIA Bell Labs
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loT device type identification performance evaluation
Evaluation on 28 devices using Decision Tree, textual + statistical traffic features
Accuracy of the device type detection
100% (RN = “BEEEE NN [ Using both textual
. Confusion between two different information and statistical
80% device models of same type and from characteristics of the traffic
same manufacturer: not critical! emitted by the devices when
60% oty
- they connect to the
40% al network, our machine-
b learning-based solution
I .
20% : - autonomously detects their
I - types with a very high
O%gggggscsaglunmi@)-mgw;—>wgwmm:¥:g accuracy:
cTss2RfERnR2 eI PESSfse g3 2ESET
P sEErSizuglzmsEisteiesisggoiedy 97% [ >99% ] accuracy on
2 o u v v € x , Vie v o W&o VY o v Qo . .
LR (R RE R B SRRl YR % Bl 2c/age with the 28 devices
E o m o e ._NCC = 5 & & £
2283228 aix 488 o BHETTFEEEE 3 of our dataset
x ¥ €3 £ Mg £l B &332
243 3 |28 2§ % ggfg
o L__} 3 =
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. . o . [TMA2019]
loT device type identification demo
Experimental set-up
Residential |
GateWay
-Fi ' Ethernet B Multi-port mirroring
connected device  connected devices I
33 ©2019 Nokia Public NOKIA Bell Labs
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loT device type identification demo
Prototype architecture : Software implementation
Network Device identification assistant
HTML and device Device identification
+ visualization Feature vector generation
. : : Python
Java- Graphical User Information extraction
Seript | RIS [mois | sso |
HTTP/REST client HTTP/REST client
HTTP/REST server .
Device management De.wc&'e Node.js
monitoring
Traffic capture
34 ©2019 Nokia Public NOKIA Bell Labs
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loT device type identification demo

Demo GUI, with examples of textual data

A8:3E:0E:4B:58:33

98:01:A7.EE:6B:96

F8:34:41:06:DC:10

35 ©2019 Nokia Public

BO0IC5:54:32:DA:34

[TMA2019]

Device MAC = BOC55432DA34
Device has been identified.

Click here to print the content of the trac

 |dentification :
» model : DCS-5020L
» type : Camera
+ mac address : BOC55432DA34
= manufacturer : D-Link International
« Bag of words :
» mDNS : DCS, 5020L, 32DA34, CS5020LDA34
= mac manufacturer : D, Link, International
= links : mydlink
= User Agent :
= UPnP : DCS, 5020L, Wireless, Pan, Tilt, Internet
+ Host Name : DCS, 5020L
+ Raw data :
e« mMDNS :
[0] : DCS-5020L_32DA34
[1] : DCS5020LDA34
» mac manufacturer : D-Link International
= links :
[0] : signal.mydlink.com
» User Agent : {}
e UPnP:
» Friendlyname : DCS-5020L(172.16.0.105:80)
* ModelName : DCS-5020L
« ModelDescription : Wireless Pan/Tilt Internet Camera
e Manufacturer : http:/fwww.dlink.com
» Host Name : DCS-5020L

Best demo
award @
TMA 2019

NOKIA Bell Labs
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5. Need for loT network monitoring

36 © 2019 Nokia

NOKIA Bell Labs
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Need for loT network monitoring
Need for a generic loT Network Monitoring architecture

Some use-cases
* loT device management: “fingerprinting” of loT devices
— Identification of loT device types using ML techniques on traffic generated by loT devices
* loT device management : anomaly detection
— Detection of deviant traffic patterns, for faulty or malicious behavior detection
+ |oT application & service management: network-protocol-based fingerprinting
— Correlation of traffic patterns between loT devices to identify which services/applications are used
+ |oT knowledge sharing: multi-tenant aspects of distributed traffic analysis
— Trade-off between data richness for better efficiency and privacy/security constraints

* Many other...
= Need for a generic traffic monitoring architecture for loT network infrastructures

37 ©2019 Nokia Public NOKIA Bell Labs
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Need for loT network monitoring
Commonalities for loT Network Monitoring
Splitting in generic functions:
* Traffic capture & Network Probe
. Legend:
— Common to all use cases: each use (W)LAN  (Wireless) Local Area Network
case processes the relevant data (W)AP  (Wireless) Access Point
in the traffic captures co Connected Object (loT device)
PS Programmable Switch (e.g., Open vSwitch)
+ Traffic analysis L
— Specific to each use-case: Internet
processed dataandwaysto T 0 T
process those data : :
« Traffic reportin E E
a P g »|Traffic analysis
— Some aspects common to all use
cases: privacy, security... Traffic reporting
— Some aspects specific to each use
case: reported data
« This will be driven by the different
traffic analyses
38 ©2019 Nokia Public NOKIA Bell Labs
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Need for loT network monitoring
High-level functional view of loT Network Monitoring Architecture

Send
report

Request
monitoring

Monitoring Orchestration (MO) Other MO

Anywhere. .

— Other NA
. (below same MO
— and/or different MO)

Traffic
Capture

= Instantiation =

In Network Element (NE)

Iﬂows probe Iresponse

Monitored loT networ
infrastructure

Public

39 ©2019 Nokia
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Need for loT network monitoring
Autonomous loT Device Identification Prototype - SW implementation
Demo implementation architecture vs. generic IoT Monitoring architecture
Network Device identification assistant
et Device identification
visualization Feature vector generation
: : : Monitoring
Graphical User Information extraction Orchestration (MO)
Interface (GUI) [ mDNs | SSDP |
HTTP/REST client HTTP/REST client
HTTP/REST server
- Device
Device management s
monitoring
Traffic capture
> 8
Residential gateway é @ @ é é
40 ©2019 Nokia Public NOKIA Bell Labs
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Need for loT network monitoring
Implementation on GNS3 emulation platform (ongoing work)

@ monitoring - GNS3 - K

File Edit View Control Node Annotate Tools Help

Fa OFR>D>PIIBEICIFFER IO 6 QaArE

0] Topology Summary
Console

telnet localhost:5014
ne localhost:5900

© Chaos-HV CPU 0.1%, RAM 1.4%

Ui @ N &

41 © 2019 Nokia Public NOKIA Bell Labs
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6. Conclusion
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Conclusion
Control and management of loT networks and their devices

SDN/cloud-based platform for loT networks:

* Ease the usage of loT devices by people: Majord’'Home

+ Isolation of devices: SD-LANs (micro-slicing) = security/privacy

+ Collaborations of devices in multiple smart environments: Future spaces

* Security application (not shown in this presentation):
use of Future Spaces platform with blockchains for loT device security [WINF2019]

+ Use of this platform to recommend loT services to end-users

A specific management function: loT network monitoring
+ Required for security/privacy of loT device usage
+ Leverage on SDN/NFV/cloud for flexibility/programmability

» Example of loT device type identification

43 ©2019 Nokia Public NOKIA Bell Labs
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